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Abstract
Ink analysis is crucial for finding ink mismatches in handwritten documents to 
determine their authenticity and identify potential forgery. Traditional chemical-
based methods like thin layer chromatography are effective for this purpose, but 
they are destructive, irreversible, time-consuming, and sensitive to environmental 
factors. Hyperspectral document images (HSDIs) which capture the spectral 
information in multiple bands can reveal the material composition, thereby allowing 
the identification of different inks by their distinct spectral characteristics, even 
when the inks visually appear to be the same colour. Hyperspectral imaging thus 
shows great promise for forensic document analysis and authentication. Despite 
its potential, research in this area is still emerging. Existing HSDI-based methods 
show promise in detecting ink mismatches but these methods often require prior 
spectral information and ground truth data for the ink pixels, limiting their practical 
applicability. Unsupervised methods present a solution by removing the need for 
prior information. This work proposes a novel unsupervised ink mismatch detection 
method in HSDIs using deep learning-based hyperspectral analysis. The proposed 
method formulates ink mismatch detection as a decision problem that determines 
whether a deep autoencoder trained on the spectral features of specific ink pixels 
would be able to reconstruct the spectral features of unseen complementary ink 
pixels. The proposed framework works in a fully unsupervised manner, learning the 
spectral representations directly from data without any labeled samples or prior 
spectral information of the inks present. Unlike most existing methods which are 
supervised, the proposed unsupervised method is more practically applicable for real 
world forensic document analysis. Experimental results on a publicly available HSDI 
dataset demonstrate the superiority of the proposed method over existing methods 
in identifying ink mismatches in potentially fraudulent document images.

Keywords  Hyperspectral document analysis, Deep learning, Autoencoder, Forgery 
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1  Introduction
Forensic document analysis aims to address the question of authenticity of documents 
suspected of being fraudulent through scientific examination of any unscrupulous 
manipulation made to them. Human eyes can perceive a wide range of colours in the vis-
ible spectrum; nevertheless, they face difficulties in distinguishing between two appar-
ently similar colours. Fraudulent documents often involve modifications made with ink 
colours that closely resemble to those used elsewhere in the document, making it chal-
lenging for visual differentiation with the human eye. For this reason, ink analysis for 
detection of ink mismatch becomes crucial in determining document forgery. Hyper-
spectral images [1] that use both spectroscopy and imaging technology concepts to cap-
ture objects in multiple densely sampled wavelengths have better discrimination and 
characterization capabilities than regular visual images [2, 3]. This technology, although 
originally developed for remote sensing based applications, has recently gained attention 
as a promising tool for analyzing and authenticating forensic traces [4, 5].

Spectral based methods have been utilized in various forensic applications, including 
counterfeit detection [6, 7], blood-contaminated fingermark detection [8, 9], and blood 
stain age estimation [10], etc. Early chemical analysis based ink mismatch detection 
methods, such as thin layer chromatography [11], which involved separating ink into 
its colour components using chemical analysis, are effective; however these chemical 
approaches are destructive, irreversible, time-consuming, and sensitive to environmental 
factors, and hence they require a lot of precautions. On the other hand, nondestructive 
spectral imaging techniques can detect even subtle differences in ink colours through 
hyperspectral analysis of ink pixels, thereby offering a nondestructive alternative for ink 
mismatch detection in forensic documents.

Hyperspectral imaging based conventional ink mismatch detection methods often 
start with manual identification of suspected areas within a document. Such manual 
approaches are both time-consuming and error-prone, thereby highlighting the need 
for automated approaches. While the research in this field is still relatively new, existing 
methods have demonstrated promising results for detecting ink mismatches in hyper-
spectral document images (HSDIs) [12, 13]. Nevertheless, most of these existing meth-
ods are often limited by the requirement for prior spectral knowledge and ground truth 
data for the ink pixels thereby restricting their practical applicability in real-world sce-
narios. Unsupervised methods provide an alternate solution to address this challenge by 
eliminating the need for prior information, thereby offering a more practical method for 
detecting ink mismatches in forensic document analysis.

In this work, an unsupervised deep spectral reconstruction based method is proposed 
for automated ink mismatch detection in HSDIs. The proposed method formulates the 
task of ink mismatch detection as a decision problem that determines whether a locally 
trained autoencoder would effectively be able to reconstruct spectral features for an 
unseen complementary set of ink pixels. Despite the growing interest in spectral analysis 
for forensic applications, only a few studies have explored unsupervised approaches in 
this domain. We summarize this work’s major contributions as follows: 

1.	 Introduction of an efficient unsupervised ink mismatch detection method for HSDIs 
through autoencoder based spectral reconstruction.
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2.	 Consideration of both local and global relationships among ink pixels, offering a 
comprehensive solution for detecting subtle ink mismatches in forensic document.

3.	 Demonstrating the effectiveness and practical applicability of the proposed method 
through experimentation and validation with real-world data.

4.	 Opening up possibilities for further research in unsupervised ink mismatch detection 
methods to achieve more robust and accurate forensic document analysis.

The remainder of the paper is organized as follows: Sect. 2 discusses prior research 
related to ink mismatch detection. Section 3 outlines the proposed method along with a 
brief introduction to autoencoders. The experimental setup and result analysis are pre-
sented in Sect. 4, followed by an ablation study in Sect. 5. Finally, Sect. 6 presents the 
conclusions of the study along with future research directions.

2  Previous studies
Despite the significant potential of hyperspectral imaging (HSI) in addressing complex 
challenges in document image analysis, hyperspectral document image (HSDI) research 
remains relatively limited. Several works have discussed its applications, challenges, and 
future prospects in document forensics [14–16]. The research on ink mismatch detec-
tion has evolved from traditional spectral analysis techniques to advanced machine 
learning and deep learning-based reconstruction frameworks.

2.1  Traditional and statistical approaches

Early studies focused on physics-based and statistical methods for ink differentiation. In 
[17], a Fourier transform spectroscopy system combined with Fuzzy C-means clustering 
was used for differentiating inks, though it was limited by slow image acquisition and 
qualitative analysis. The work in [18] used near-infrared (NIR) imaging with chemomet-
ric techniques for identifying document forgeries, while [19] applied Least Squares Sup-
port Vector Machines (LS-SVM) to bank cheque forgery detection using hyperspectral 
data.

2.1.1  Clustering and feature-based methods

Several clustering approaches were developed for ink discrimination in hyperspectral 
documents. The works in [20, 21] utilized spectral partitioning of ink pixels, whereas 
[22] proposed clustering and outlier detection to estimate the number of unique inks 
in localized document regions. In [5], a sequential forward band selection method that 
aims to improve detection accuracy is proposed. The limitation for the proposed method 
is its requirement of prior information about ink proportions. Hyperspectral unmixing 
techniques [23] demonstrated improved performance and robustness against unbal-
anced ink clusters in estimating spectral signatures and ink proportions.

2.1.2  Machine learning and deep learning based approaches

With the increasing availability of hyperspectral data, machine learning models became 
prominent for ink analysis. In [24], forgery detection in legal documents was formu-
lated as a binary classification problem using statistical features and classifiers such 
as Multilayer Perceptron, RBF-SVM, Random Forest, and CNNs. The study by [25] 
applied CNNs for writer identification using spectral features extracted from hyper-
spectral text regions. Recent advancements have explored deep learning frameworks 
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for ink mismatch detection. Convolutional Neural Networks (CNNs) using spectral 
[13] and combined spectral-spatial information [26] achieved improved accuracy but 
required prior spectral knowledge, limiting their real-world applicability. Autoencoder-
based approaches have shown promise for unsupervised feature learning [27] employed 
Convolutional Autoencoder (CAE)-based features with Logistic Regression for ink dis-
crimination, while [28] used CAE-derived features with SVM for writer identification. 
Similarly, [29] introduced a graph-based orthogonal Nonnegative Matrix Factorization 
(NMF) method for unsupervised ink forgery detection. Furthermore, recent studies [30, 
31] utilized Convolutional Autoencoder features combined with Logistic Regression for 
ink mismatch detection. These approaches achieved high accuracies, however they rely 
on labeled data and prior knowledge of ink types, which limits their applicability in real-
world forensic scenarios where the inks used may be unknown.

2.1.3  Recent developments and hybrid models

More recent efforts have combined hyperspectral unmixing and clustering for improved 
ink discrimination. The studies presented in [32, 33] integrated k-means and Gauss-
ian Mixture Models to handle unbalanced ink clusters and enhance entropy-based ink 
unmixing. In another direction, [34] proposed combining ion mobility spectrometry 
(IMS) with machine learning classifiers to non-destructively classify inks from vari-
ous manufacturers with high accuracy. Although substantial progress has been made, 
the approaches available in the literature often rely on prior spectral knowledge of the 
inks, which limits their practical applicability. Additionally, deep learning based meth-
ods employing CNNs for hyperspectral document analysis suffer from slow processing 
speeds, thereby restricting such methods from real-time or large-scale applications. 
Moreover, the generalization ability and robustness of such methods in different docu-
ment types, ink compositions, and environmental conditions still remain uncertain.

Forgery detection has also been studied in natural and digital document images using 
RGB-based features. In [35] a differential abnormality-based tampering detection 
method is proposed. It explores the local variances in RGB intensity and structure to 
identify forged regions in a document. In [36], the authors improve localization accu-
racy in complex manipulated images by using semantic and chromatic cues informa-
tion. In [37], a robust multi-view contrastive learning approach is used to distinguish 
authentic and tampered regions in a document image. The authors in [38] utilize trans-
former based self-attention mechanisms to model long-range dependencies to achieve 
fine-grained localization of tampered areas in a manipulated document. These RGB-
based methods explore visual and semantic features to identify document forgeries. The 
proposed method in this study, on the other hand, diverges by exploring hyperspectral 
information to detect ink-level discrepancies, where discrimination arises from spectral 
rather than visual context.

In summary, document forgery detection has evolved in four main ways: (i) tradi-
tional and statistical methods that use physics-based analysis, (ii) clustering and fea-
ture-based methods that focus on spectral partitioning and unmixing, (iii) machine 
learning and deep learning models that automate feature extraction and classifica-
tion, and (iv) recent hybrid and RGB-based forgery detection strategies that focus 
on spatial and semantic localization. RGB-based methods work well for semantic 
forgery localization, but hyperspectral imaging is the only method that can tell the 
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difference between ink compositions, which is crucial for forensic document exami-
nation. The proposed deep autoencoder-based framework in this work is built on 
this foundation by using unsupervised spectral feature learning to improve the 
detection of ink-level mismatches in HSDIs.

3  Materials and method
This section outlines the methodology employed in this study. It begins with a descrip-
tion of the autoencoder architecture and its specific role in the proposed approach. Sub-
sequently, the details of the proposed method are presented.

3.1  Autoencoder

An autoencoder [39, 40] is a special kind of feed-forward neural network that con-
tains an input layer, a hidden/code layer, and an output/reconstruction layer [41]. 
The basic architecture of an autoencoder is shown in Fig. 1 (left). In an autoencoder, 
the number of nodes in the output layer is same as the number of nodes in the input 
layer. During its training, the autoencoder maps the input x ∈ Rd  to the output layer, 
reconstructing x through a lower-dimensional latent space by using activation func-
tions between layers. The portion of the network that maps (encodes) the higher 
dimensional input to a lower dimension feature vector (y) is known as encoder. 
Further, the remaining portion of the network called the decoder takes this lower 
dimensional feature vector (y) as an input and maps it to the reconstruction layer to 
recreate x̂ ∈ Rd , of the input. These mapping functions can be expressed mathemati-
cally as follows:

y = f (Wxx + β) , x̂ = f (Wyy + γ)� (1)

where, Wx  and Wy  are the input to hidden layer and from hidden to reconstruc-
tion layers’ weights respectively, β  and γ  represent the bias of the hidden and recon-
struction layers, f (.) is the non-linear activation function that is used in between 
the layers. For an input training dataset X = {x1, . . . , xN } , xi ∈ Rd , the objective of 
autoencoder training using X is to minimize the reconstruction error,

Fig. 1  Network architecture of a simple and a stacked autoencoder
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Minimize :
N∑

i=1

∥xi − x̂i∥2� (2)

The primary objective of an autoencoder is to learn a compact feature representa-
tion (y) of the input vectors (x) satisfying Eqs. 1 and 2. This process involves itera-
tive updations of Wx  and Wy  is such a way that the reconstruction error decreases 
gradually in every consecutive iteration until it is below some threshold. In order 
to reduce reconstruction errors, simple autoencoders are often arranged such that 
the hidden layer of one serves as the input for the next, creating a “Stacked Autoen-
coder” (SAE) [40] (Fig. 1, right).

3.2  Proposed method

The proposed method for detecting ink mismatches relies on spectral reconstruc-
tion [42, 43] achieved through deep autoencoders. Autoencoders, which are trained 
through data-driven processes, aim to learn approximated identity mappings, which 
are defined in terms of the interconnection weights between layers. Given the nature 
of its training, a well-trained autoencoder is anticipated to exhibit higher recon-
struction errors when presented with data points whose distributions differ from 
those in the original training dataset. The proposed unsupervised ink mismatch 
detection approach for HsDIs is devised by leveraging this principle.

To provide a clearer overview of the workflow, this section elaborates on each stage 
of the proposed unsupervised ink mismatch detection pipeline from preprocessing 
to clustering. Let X ∈ Rm×n×d be the given HSDI, where (m, n) corresponds to the 
spatial size of X and d, the number of spectral bands in X. The proposed method 
proceeds through the following steps: 

1.	 Preprocessing and Segmentation:

 	• Segmentation of ink pixels from the background: Sauvola’s local thresholding 
method [44] is utilized for segmentation of ink pixels. Such local thresholding 
based segmentation is deemed better than global thresholding methods like 
Otsu’s [45] due to the variable illuminations across the document.

 	• Output: A binary mask M ∈ {0, 1}m×n enabling the separation of ink pixels 
from the background [20].

2.	 Spatial Partitioning:

 	• The segmented document is divided into two disjoint spatial groups, 
G1  and G2 , using sliding windows [5] of a predefined size. Each group 
consists of spectrally similar yet spatially distinct ink pixels. The aim of this 
complementary grouping is to allow each autoencoder to learn the spectral 
features from one region and be evaluated in another for unbiased detection 
of spectral variations in unseen ink pixels.

	The partitioning into two disjoint spatial segments is based on real-life document 
manipulations that often involve different ink types across distinct continuous 
spatial areas.
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3.	 Training of Autoencoders: Next, the proposed framework proceeds with an 
unsupervised learning approach, where autoencoders are trained on spectral 
features of their respective ink pixels without using any labels or prior class 
information. This is what makes the proposed method useful in real-world 
forensic applications where we seldom have ground truth data.

 	• Two identical deep autoencoders, AE1  and AE2 , are trained exclusively with 
spectral features of the ink pixels from G1  and G2 , respectively.

 	• The goal of each autoencoder is to learn neural network-based approximated 
identity mappings that are specific to the spectral characteristics of its 
respective group.

 This unsupervised training allows the network to learn intrinsic spectral represen-
tations of inks without needing class labels. This makes the network effective at find-
ing spectral deviations that could mean potential ink mismatches. In this study, two 
deep autoencoders are trained separately on spectral features from different spatial 
regions to more accurately capture subtle spectral variations between inks. Figure 
1 illustrates the generic multilayer structure of a deep autoencoder for conceptual 
clarity, not the two-network configuration used in this work.

4.	 Evaluation of Autoencoder Reconstruction: Upon training, the reconstruction 
capabilities of AE1  and AE2  are assessed by testing them on the pixel points from 
their complementary groups as follows:

 	• The reconstruction errors (ε1 and ε2) are calculated for each autoencoder 
while reconstructing pixel points belonging to their trained groups.

 	• The reconstruction errors (ε̂1 and ε̂2) for each autoencoder while 
reconstructing pixel points from the complementary groups are also 
computed.

 	• Next, the reconstruction probabilities of each autoencoder in the 
complementary groups (RP1  and RP2) are calculated. The reconstruction 
probability for each pixel is computed by transforming its reconstruction 
error into a probabilistic confidence score using a Gaussian kernel function, 
as defined in [46]. This conversion reflects the likelihood that a pixel’s spectral 
feature conforms to the learned data distribution of the corresponding 
autoencoder.

5.	 Ink Mismatch Detection:

 	• The reconstruction probabilities are first compared with predefined threshold 
estimates (θ1 and θ2) to obtain a baseline discrimination result. These 
preliminary thresholds serve as starting points for further refinement using 
the automated optimization procedure described in Sect. 5.2.

 	• If RP1 ≥ θ2  or RP2 ≥ θ1 , at least one autoencoder is capable of reconstructing 
the spectral features of the ink pixels belonging to both groups; concluding no 
ink mismatch in the questioned document.
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 	• If RP1 < θ2  and RP2 < θ1 , none of the autoencoders are able to reconstruct 
the spectral features of the inks pixels from the complementary groups, 
inferring the presence of ink mismatch in the document.

6.	 Clustering for Categorization: In case of detecting an ink mismatch, isolate the 
ink pixels into two categories using K-means clustering.

 	• Let N be the total number of ink pixels in the questioned document.
 	• Define E1 ∈ RN  and E2 ∈ RN  as the reconstruction errors of AE1  and AE2 

respectively, while reconstructing the spectral features of all the ink pixels.
 	• Use K-means clustering with (K = 2) to group all N ink pixels into two 

categories that correspond to different ink types. The clustering utilizes E1 
and E2 as input features, with initialization performed using the K-means++ 
strategy. The algorithm iterates until cluster assignments stabilize or the 
maximum iteration limit is reached, whichever is earlier.

The core mechanism of the proposed method lies in reconstruction capability of the 
autoencoders that learns the spectral distribution of ink pixels that are inside their 
respective training regions. By using reconstruction probabilities from two comple-
mentary autoencoders, the method distinguishes spectrally consistent (meaning 
same ink) and inconsistent (meaning different inks) regions. Figure 2 presents the 
block diagram of the proposed ink mismatch detection method for HSDIs. A corre-
sponding pseudocode representation is also given in Algorithm 1 to enhance proce-
dural clarity and reproducibility.

Fig. 2  Block diagram of the proposed ink mismatch detection approach
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Algorithm 1  Proposed Unsupervised Ink Mismatch Detection using Autoencoders

Autoencoders are particularly well-suited for this task due to their ability to learn com-
pact and meaningful representations without requiring labeled data. Unlike more com-
plex recent deep learning based models, which demand large labeled datasets and high 
computational overhead, autoencoders offer a lightweight, interpretable, and scalable 
solution, which is a key advantage for real-world spectral forensic document analysis. In 
order to validate our research hypothesis that spectral characteristics can be effectively 
captured and discriminated using autoencoders, we conducted a preliminary experiment 
with separate autoencoders trained on individual ink colours (blue and black). We then 
used these autoencoders to reconstruct spectra from both matching and non-matching 
ink samples. As shown in Fig. 3, reconstructions performed by the same-colour auto-
encoder yielded significantly lower reconstruction errors, whereas cross-colour recon-
structions resulted in higher errors. This consistent difference supports the hypothesis 
that the autoencoder learns ink-specific spectral features.

This reconstruction error pattern is further exploited as an auxiliary signal for cluster-
ing. By analyzing reconstruction errors of multiple locally specialized autoencoders, ink 
samples can be grouped on the basis of their spectral compatibility. This enhances the 
robustness of the proposed method, allowing it to identify different ink types without 
relying on predefined models or labeled data.

4  Experimentation
This section discusses the experimental setup, including dataset descriptions, autoen-
coder configurations, experimental results, and discussions.
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4.1  Experimental setup

The University of Western Australia (UWA) Writing Ink Hyperspectral Image (WIHSI) 
dataset [20] is used to evaluate the proposed ink mismatch detection method. This data-
set consists of seventy real handwritten notes, each one containing the phrase “The quick 
brown fox jumps over the lazy dog". Each image, captured by a hyperspectral sensor, is of 
size 81×627 pixels, with spectral bands ranging from 400 nm to 720 nm at intervals of 
10 nm, yielding images with 33 spectral bands in the visible range. Seven people wrote 
the notes by hand on white paper with ten different pens, five blue and five black. This 
variety of pen types and ink colors makes it easier to do a full analysis of ink proper-
ties. Figure 4 shows a sample document image that was scanned across different spectral 
bands. The plotted curves correspond to approximately 50 foreground pixels of blue-
coloured text. Additionally, Fig. 5 illustrates the corresponding spectra of foreground 
pixels within the scanned wavelength range of a representative hyperspectral document 

Fig. 3  Spectra reconstruction results using ink-specific autoencoders. Each plot displays the spectral signatures 
of randomly sampled blue and black ink pixels, where each line represents an individual pixel spectrum. Top: 
Reconstructions using their respective colour-trained autoencoders (i.e., matched inks). Bottom: Reconstructions 
using autoencoders trained on the opposite ink colour (i.e., unmatched inks). The x-axis represents the band index, 
and the y-axis indicates the spectral value. Higher reconstruction errors in the unmatched setting validate that 
autoencoders effectively learn ink-specific spectral features
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image comprising 33 spectral bands. The plotted curves correspond to approximately 50 
foreground pixels of blue-coloured text.

In order to simulate real-world scenarios of document manipulation involving dif-
ferent inks, multi-ink handwritten notes were prepared by merging segments of two 
randomly selected handwritten notes of the same ink colour, as detailed in [5, 20]. This 
procedure focuses solely on notes with the same ink colour, as it is uncommon for forg-
ers to use different ink colours during manipulation, as such discrepancies can be read-
ily detected visually. Moreover, this merging strategy was adopted to generate spectrally 
similar yet compositionally distinct ink regions, thereby enabling the proposed method 
to be evaluated under subtle and challenging conditions where discrimination cannot 
rely on apparent colour differences but rather on fine spectral variations. The prepara-
tion of multi-ink notes is depicted in Fig. 6, illustrating the merging process.

Hereafter, the symbol Cij is used to denote a multi-ink sample representing a combina-
tion of proportions of different inks i and j, resulting in ten distinct combinations per 
colour per subject.

The autoencoders employed in this work consist of an encoder and a decoder, each 
comprising multiple layers. The encoder takes the 33 spectral feature vectors from the 
segmented hyperspectral data as input. It then passes through two fully connected 

Fig. 5  Spectral signatures of foreground pixels extracted from a representative hyperspectral document image in 
the scanned wavelength range, corresponding to blue-coloured ink

 

Fig. 4  A sample handwritten document of WIHSI dataset captured in RGB and some selected bands
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hidden layers: the first with 128 neurons and the second with 64 neurons, both using 
Rectified Linear Unit (ReLU) activation. The next layer of the encoder, the latent layer, 
is a fully connected layer with 16 neurons, also using ReLU activation. The decoder mir-
rors this structure, starting with a fully connected layer of 64 neurons, followed by a 
second hidden layer of 128 neurons with ReLU activation. The output layer, which has 
33 neurons, uses the sigmoid activation function to reconstruct the input data. To pre-
vent overfitting, dropout regularization with a rate of 0.1 is applied to the hidden lay-
ers. The model uses Xavier initialization [47] for stable training, and the loss function 
is Mean Squared Error (MSE), which is appropriate for continuous data reconstruction. 
The architecture of the autoencoders is depicted in Fig. 7.

The values of hyperparameters for the autoencoder are selected through grid search 
technique, where a range of hyperparameter combinations are exhaustively evaluated to 
identify the optimal configuration that maximizes detection accuracy. The selection of 
threshold values and window size is based on empirical analysis of the distribution of 
reconstruction errors obtained during training.

4.2  Experimental results

To evaluate the performance of the proposed method, multi-ink handwritten notes with 
equal ink proportions are prepared using the methodology discussed in the preceding 

Fig. 7  Architecture of the autoencoder utilized in the proposed method

 

Fig. 6  Illustration for preparation of multi-ink handwritten notes
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section. The prepared document is partitioned spatially into two distinct segments using 
a sliding window mechanism traversing the document. Each segment is processed inde-
pendently using two identical deep autoencoders. The entire procedure is repeated ten 
times, varying the position of the sliding window, and the final accuracy is computed as 
the average of all iterations.

First, the efficacy of the proposed method in detecting ink mismatches within the doc-
ument is assessed. For the purpose, a total of 2,4501 possible ink combination samples 
are considered; 2,380 samples are formed by combining portions belonging to different 
inks, and the remaining 70 samples are formed by combining portions from the same 
ink. Table 1 presents the performance evaluation of the proposed method for ink mis-
match detection, depicting a confusion matrix alongside additional performance metrics 
such as precision, recall, accuracy, and the F1 score. The performance metrics used for 
evaluation are defined as follows:

Precision = TP

TP + FP
� (3)

Recall = TP

TP + FN
� (4)

Accuracy = TP + TN

TP + TN + FP + FN
� (5)

F1 Score = 2 × Precision × Recall
Precision + Recall � (6)

where TP, TN, FP, and FN stand for the number of true positives, true negatives, false 
positives, and false negatives, respectively. The F1 Score gives a balanced evaluation 
between precision and recall, while precision measures the proportion of correctly 
detected mismatch pixels among all predicted mismatches, and recall measures the pro-
portion of actual mismatches correctly identified.

The performance parameters in Table 1 show that the proposed method works effec-
tively for finding ink mismatches. The method shows robust capabilities to identify the 
difference between documents with and without ink mismatches, with high precision, 
recall, accuracy, and a F1 score over 0.99. This comprehensive analysis shows that the 
proposed method for forensic document analysis is both reliable and accurate.

Next, the ink isolation accuracy of documents identified with ink mismatches is 
analyzed. To simplify the analysis and reduce experimental intricacies, the empha-
sis is placed exclusively on intra-subject multi-ink handwritten notes. We use the ink 

1 Allowing for repetitions and encompassing both intra-subject and inter-subject combinations 
(25 × 7 × 7 × 2 = 2, 450)

Table 1  Performance of the proposed method for ink mismatch detection
Ink mismatch (True) No ink mismatch (True)

Ink Mismatch (Predicted) 2364 11
No Ink Mismatch (Predicted) 14 61
Precision 0.9954
Recall 0.9941
Accuracy 0.9898
F1 Score 0.9947
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differentiation accuracy metric from [5, 20] to see how well the proposed ink mismatch 
detection method works. To find the final accuracy for each ink combination, we take 
the average of the accuracies for all subjects. Table 2 summarizes the ink mismatch 
detection accuracies of the proposed method for different ink combinations for both 
blue and black ink. The comparison with results from state-of-the-art ink mismatch 
detection methods in [5, 20, 25, 28, 29] is illustrated in Fig. 8, with the corresponding 
mean accuracies summarized in Table 3.

The experimental results reveal that the proposed method consistently outperforms 
other state-of-the-art methods across various ink combinations. With accuracies reach-
ing up to 94.83% for blue ink and 89.59% for black ink combinations, the proposed 
method demonstrates superior capability in accurately identifying ink mismatches. 
While some ink combinations exhibit a slight decline in performance, this can largely be 
attributed to the limited spectral information available in the dataset, which is restricted 

Table 2  Ink mismatch detection accuracies of the proposed method for different ink combinations
Blue ink combinations
C12 C13 C14 C15 C23 C24 C25 C34 C35 C45

96.86 99.51 99.83 92.31 88.92 87.25 97.62 91.53 95.11 99.40
Mean ink mismatch detection accuracy for blue ink: 94.83
Black ink combinations
C12 C13 C14 C15 C23 C24 C25 C34 C35 C45

99.78 98.12 99.74 98.79 86.64 84.38 87.76 73.07 84.74 82.97
Mean ink mismatch detection accuracy for black ink: 89.59

Table 3  Mean ink mismatch detection accuracy (%) for Blue and Black inks across different methods
Method Blue ink Black ink
Clustering [20] 75.63 71.24
Joint Sparse PCA [5] 86.70 89.01
NMF [29] 88.12 71.28
CNN [25] 87.58 87.04
CAE-SVM [28] 92.78 88.21
Proposed 94.83 89.59

Fig. 8  Mean accuracy comparison of proposed approach with other state-of-the-art approaches: Clustering [20], 
Joint Sparse PCA [5], CNN [25], NMF [29], CAE-SVM [28], and proposed method
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to the visible wavelength range and therefore lacks other band ranges like the near-
infrared (NIR) bands that could capture finer spectral variations between similar inks. 
The consistently higher detection accuracy observed for blue inks (Table 2) compared 
to black inks can also be explained by several factors. Blue dyes typically have more 
distinctive spectral characteristics within the visible range, resulting in improved sepa-
rability in spectral space. In contrast, black inks, often carbon-based, tend to produce 
near-flat spectral responses, causing reduced discriminability among different black 
samples. Extending the spectral coverage of the dataset by incorporating bands beyond 
the visible spectrum, for example, NIR bands, or employing colour-specific band selec-
tion may further improve the performance on black inks. Visual representations of the 
results obtained from the proposed method for isolating different inks in some ran-
domly selected images are illustrated in Fig. 9. In these examples, the TRUE INK MAP 
images refer to the ground truth images, where blue and red colours are used solely for 
visualization purposes, representing different pens of the same ink colour. The RESULT 
images represent the output generated by the proposed method. The variations in colour 
represent distinct detected clusters corresponding to different pens. From the figure, we 
can conclude that even when the inks are visually identical, the proposed method can 
effectively identify spectral differences.

Fig. 9  Ink isolation results on some example images
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In addition, two recent studies [30, 31] utilize Convolutional Autoencoder (CAE) fea-
tures combined with Logistic Regression (LR) for ink mismatch detection and report 
high accuracies, 99.05% for blue inks and 92.74% for black inks in [30], and slightly 
improved accuracies in [31] using spectral-spatial features. However, these LR based 
approaches, being supervised methods, use labeled data and prior knowledge of ink 
classes, which limits their practical applicability in real-world forensic scenarios where 
inks and their types are often unknown. In contrast, the proposed unsupervised method 
in this study makes use of intrinsic spectral features to detect ink mismatches without 
the need for any labeled data. This allows robust detection of different ink types while 
maintaining interpretability and adaptability, thereby highlighting the practical advan-
tages of the proposed method over other supervised approaches.

5  Ablation study: impact of parameter selection
To assess the robustness of the proposed ink mismatch detection method, we do an abla-
tion study to look at how (i) the proportion of different inks, (ii) threshold values, and 
(iii) spatial segmentation parameters affect the performance of the proposed method.

5.1  Impact of disproportionate ink ratios

This subsection discusses how disproportionate ink ratios affect the accuracy of ink iso-
lation accuracy in documents with mismatched ink. For the analysis, we examine multi-
ink handwritten notes with four ink combination ratios (1:1, 1:2, 1:3, and 1:4), while 
varying the number of autoencoders employed for analysis from two to five. Figure 10 

Fig. 10  Variation on multi-ink isolation accuracies with different ink ratios and different number of autoencoders 
for blue and black ink
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shows how accurate the ink mismatch detection is for different ratios of ink combina-
tions and different numbers of autoencoders.

The results show that using only two autoencoders is still effective in most cases. In 
some cases, accuracy goes down as the number of autoencoders goes up. This decrease 
in accuracy is likely due to under-complete training caused by insufficient spatially parti-
tioned training data for the autoencoders. So, using two autoencoders gives the optimal 
results in our experimental setup for all tested ink ratios.

5.2  Automated parameter selection for threshold values

It is important to choose the right values for θ to find ink mismatches accurately. While 
identifying ink mismatches, the value of θ determines the sensitivity of the reconstruc-
tion error. Instead of relying on empirically observed values, we use the following three 
complementary methods to systematically explore and optimize the θ value:

 	• Grid Search: We look at a set range of θ values. The accuracy of ink mismatch 
detection is calculated for each value. This exhaustive strategy helps to visualize the 
performance trends and find the optimal region for θ.

 	• Bayesian Optimization: In order to improve efficiency, we use a probabilistic 
function to model how θ and accuracy are related. Bayesian optimization explores 
the parameter space iteratively by focusing on high-performing regions with fewer 
evaluations. This method is useful for finding values of θ that are near-optimal while 
keeping the cost of computation low.

 	• Cross-Validation: In order to ensure generalizability, k-fold cross-validation is 
applied across various document images and ink combinations. This step makes sure 
that the θ values chosen using the methods above work well on a wide range of data 
subsets.

Table 4 presents the detection accuracies for various values of θ, as determined through 
the above optimization strategies. Higher values typically improve precision by mak-
ing the mismatch criteria stricter. Lower values, on the other hand, lead to more false 
positives. Through systematic parameter optimization and validation, we found that 
θ = 0.95 for blue ink and θ = 0.90 for black ink were the best trade-offs between sensi-
tivity and robustness in detection.

5.3  Impact of window size and sliding step

The spatial segmentation parameters, which are the window size and sliding step, decide 
how the document is partitioned for analysis by the autoencoders. Choosing the right 
values for these parameters affects the granularity of feature extraction and mismatch 
localization, which has a big impact on how accurate ink mismatch detection is. We 
looked at a number of different setups to analyze the impact. The window sizes were set 

Table 4  Impact of threshold values on ink mismatch detection accuracy
Threshold value (θ) Blue ink accuracy Black ink accuracy
0.60 75.63 71.24
0.70 86.70 89.01
0.80 88.12 71.28
0.85 87.58 87.04
0.90 92.78 88.21
0.95 94.79 89.13
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to 20%, 30%, 40%, and 50% of the document width, and the sliding steps were set to 5%, 
10%, 15%, and 20%.

Table 5 shows a summary of the results. The analysis shows that using smaller window 
sizes and finer sliding steps makes it easier to identify ink because it allows for more 
localized reconstruction analysis. It should be noted that they also introduce additional 
computational overhead. On the other hand, larger windows and coarser steps lower 
processing costs, but they miss small differences in the spectra of different inks, which 
can make performance worse. We used Bayesian optimization to identify the best bal-
ance between detection accuracy and computational efficiency. Bayesian optimization 
lets us identify the best combinations of parameters without having to search the whole 
space. The chosen settings of a 30% window size and a 10% sliding step gave the best bal-
ance between precision and efficiency.

These results show the robustness of the proposed approach across varying parameter 
settings and validate the utility of systematic parameter tuning techniques over empirical 
selection. This also lays the foundation for future expansions, where adaptive parameter 
selection mechanisms based on document complexity or ink distribution could dynami-
cally change key parameters during deployment, making the system more flexible and 
scalable.

Effect of Paper Material All samples in the dataset were written on the same type of 
standard white paper. As the proposed method uses Sauvola’s local thresholding for ink-
pixel segmentation prior to spectral analysis, the effect of paper material on detection 
accuracy is inherently minimized. Since only the segmented ink pixels are utilized for 
further processing, variations in paper background should not contribute significantly to 
the overall performance.

6  Conclusion and future directions
This work presents a novel deep autoencoder-based approach for ink mismatch detec-
tion in HSDIs using a completely unsupervised framework. The main strength of the 
proposed approach is its fully unsupervised design that works without any labeled 
data or prior spectral information that makes it particularly well-suited for real-world 
forensic document analysis, where such information is often unavailable. By utilizing 
the latent feature learning ability of autoencoders, the method is able to detect subtle 
spectral differences between ink pixels without any prior spectral information or labeled 
training data. Experimental results demonstrate the superiority of the proposed method 
over existing ones across various ink combinations. Additionally, ablation studies val-
idate its robustness on different ink ratios, threshold values, and segmentation strate-
gies. Nevertheless, there are some factors that can affect the efficiency of the proposed 
method. For instance, keeping the lighting condition stable during image capturing is 
recommended because variations in light intensity across the document can alter the 
recorded spectral characteristics of inks. The proposed method is also able to detect 

Table 5  Impact of sliding window size on ink mismatch detection accuracy
Window size Sliding step Black ink accuracy
20% 5% 93.7%
30% 10% 96.2%
40% 15% 92.4%
50% 20% 89.6%
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multiple ink types, but it may still be hard to tell the difference if the document consist 
numerous similar inks with complex ink compositions. The empirical selection of win-
dows during experimentation works well, but it could be improved even more. Automat-
ing the selection of model parameters through systematic optimization will make the 
method easier and more reliable. Future efforts will focus on addressing these areas to 
enhance overall adaptability. Future extensions may also consider hybrid methodolo-
gies, including self-supervised contrastive learning, transformer-based models, or dif-
fusion-based generative frameworks to improve its adaptability and scalability. These 
could improve latent feature discrimination and generalization, especially in complex 
or resource-constrained forensic settings. Expanding the spectral range beyond the vis-
ible spectrum (e.g., into NIR or UV) may also enhance detection accuracy. Furthermore, 
future investigations will include robustness analysis of the proposed framework against 
common post-processing operations typically encountered in Online Social Network 
(OSN) environments, such as compression, resizing, and filtering, to assess its reliabil-
ity under real-world image sharing conditions. Finally, broader validation on additional 
datasets, when publicly available, will be essential to establish the generalizability of the 
proposed framework.
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